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Flashing your own USB K+Dcan cable with enhanced firmware
Why?

Unmodified USB K+Dcan cables which are sold online have a firmware bug which corrupt certain BMW
ECUs and do not operate at optimum speed. Flashing your stock cable with enhanced firmware will
allow you to safely flash and code your vehicle without the danger of corrupting your ECU, its also
faster.

Credit:

First of all, thanks and all credit goes to Ulrich Holeschak who developed this firmware and documented
the procedure for use with his open source Ediabaslib. Without his foundational work with EDIABAS and
associated hardware adapters, this would not be possible. Please visit and support him here:
https://github.com/uholeschak

Enhanced firmware benefits:
Able to flash the following BMW ECUs without corruption:

e M3/M5/M6 DME (MSS6X)
e E6x M5/M6 SMG (GDSMG3)
e E9x GM Auto (GM1912)

Additional benefits include:

e Faster CAN communication (block size 0 and no separation time).

e Allows configuration of CAN mode all the time, not only after power on.

o Allows configuration of the CAN parameters (block size and separation time)

e Correctly displays the ignition status (only available for K-line mode).

e Contains a bootstrap loader that allows firmware update without opening the device.
e Reduced power consumption due to use of sleep mode.


https://github.com/uholeschak
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Requirements:

HARDWARE:

In addition to one of the compatible cables listed later in this document, you will need the items

below:
1. Arduino Uno (R3, doesn’t matter) or other model Arduino - $3.65 on ebay
2. Dupont or Arduino jumper wires (male to female) - $1.33 on ebay for 40ct
3. 2.54mm breakout pins (6 pins total) - $1.13 on ebay
4. Soldering iron/solder (if flashing a generic USB cable with switch that has empty ISP

pinouts). If you have a steady hand you may be able to use male to male jumper wires
and hold in place during the flash process.

SOFTWARE:

To flash the required software to the Arduino and cable, you will need two programs and the
latest firmware file.

Software:

e ARDUINO IDE: https://www.arduino.cc/en/main/software
e AVRDUDESS: http://blog.zakkemble.net/avrdudess-a-gui-for-avrdude/

Firmware:

e latest Ediabaslib Binary cable Firmware:
https://github.com/uholeschak/ediabaslib/releases



https://www.arduino.cc/en/main/software
http://blog.zakkemble.net/avrdudess-a-gui-for-avrdude/
https://github.com/uholeschak/ediabaslib/releases
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COMPATIBLE CABLES:

It seems that any ATMegal62 based board can be flashed with this updated firmware. However, we
have only tested it on the cables listed in this document. As such, please be aware that we cannot be
responsible if a cable not listed in this document fails to flash.

ONESTOP Cable with ISP header: No soldering required
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Generic AtMegal62 based USB INPA cable with switch and ISP headers on circuit board: Soldering of
header pins required

There are many sellers on ebay and amazon which sell a cable with integrated switch. However, not all
come with a circuit board with ISP pin headers. Verify with the seller that the cable does have the ISP
header prior to purchasing. In the images below, we show the circuit board with pin header that we
have already soldered on. The stock cable will not include the male pin headers, but rather empty holes

which will allow you to solder on your own pins.
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Another generic AtMegal62 based USB INPA cable with different pin header layout (thanks go to Joe):
Soldering of header pins required

¢
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SOFTWARE INSTALLATION
STEP 1: Install software programs and download latest firmware
After downloading the files listed earlier in this document, install all of them using the default options.
Notes:
Arduino IDE:

e When the Arduino IDE asks if you want to install any drivers from ADAfruit industries, select yes
or OK. It will prompt multiple times, but continue to agree to the driver installations.

AVRDUDESS:
e Allow AVRDudess to put an icon on your desktop
Binary firmware:

e Extract file with your favorite .zip archive extracting utility and save it to a folder on your
desktop.
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CONFIGURING THE ARDUINO

STEP 2: Connect the Arduino to PC using supplied USB cable

1. Afterinstalling the software above, plug in your Arduino to the computer using the supplied USB
cable.

Windows will detect and install the driver for the device.

;ﬂ Installing device driver software % *

Click here for status.

However, if it does not and it shows that windows has failed to install a driver, download and
install the driver from the following link (CH341 based Arduino boards):
https://github.com/himalayanelixir/Arduino USB Drivers/tree/master/Windows



https://github.com/himalayanelixir/Arduino_USB_Drivers/tree/master/Windows
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2. Verify the com port of the Arduino:
a. Open up windows device manager and expand the ports tree to view the Arduino com
port designation (COMS5). Make note of this for the next step.

=g Device Manager

File Action View Help
ol ARTLRED

4 = acer-laptop

> % Batteries

- M Computer

8 | & oS

s Disk drives

- B Display adapters

> = DVD/CD-ROM drives

s E"ﬁ Human Interface Devices

g IDE ATASATAPI controllers

s L Keyboards

s --ﬂ Mice and other pointing devices
> = Modems

- e Monitors

. KK Metwork adapters

T3 Ports (COM & LPT)

- LT USB-SERIAL CH340 (COMS)
s D Processors

- -4 Sound, video and game controllers

s M Systemn devices
s i Universal Serial Bus controllers
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STEP 3: Flash Arduino as programmer

Run the Arduino IDE application and click OK to any prompts that show (java/firewall).
Click the TOOLS menu > BOARD > and select the Arduino board you have (be it Arduino Uno,
mega, etc).

3. Click the TOOLS menu > PORT > and select the COM port you made note of in the previous step
(In this example its COM5).

|25 sketch_jul22a | Arduino 1.8

File Edit Sketch ETqus Help

Auto Format Ctrl+T
Archive Sketch
sketch_jul2Za Fix Encoding & Reload
voild setup() Manage Libraries... Ctrl+Shift+I
[/ BEEYSEE gerial Monitor Ctrl+Shift-+M
1 Serial Plotter Ctrl+Shift+L

void loop() | WIF101 / WiFiNINA Firmware Updater

// pat your Board: "Arduino/Genuino Uno" L4
1 Port: "COMS" ' Serial ports
Get Board Info COoM3

| v | COMS

Programmer: "AVRISP mid"

Burn Bootloader
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Next, click on the FILE menu > Examples > 11.ArduinolSP > ArduinolSP

=2 sketch_jul22a | Arduino 1.

www.sfbmwcoding.com
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File| Edit Sketch Tools Help

Mew

Open...

Open Recent
Sketchbook
Examples
Close

Save

Save As..,

Page Setup
Print

Preferences

Cuit

Ctrl+M
Ctrl+0Q

Ctrl+W
Ctrl+5
Ctrl+5hift+5

Ctrl+5hift+P
Ctrl+P

Ctrl+ Comma

Ctrl+Q

Fi
Built-in Examples
(1.Basics
02.Digital
03.Analog
04.Communication
05.Control
06.5ensors
07.Display
08.5trings
09.USE
10.5tarterkit_BasicKit
11.ArduinolsP

ArduinolsP

It will open up a new IDE window containing the code which we will upload to the Arduino.
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Finally, Click the Arrow button (next to the checkmark circle) highlighted (in white) in the image below.

File Edit Sketch Teools Help

Upload

ArduinolspP

S/ RrduincISP

£/ Copyright (c) 2008-2011 Randall Bohn

S/ If you require a license, see

S http: /f/wwW.opensource.org/licenses/bsd-license.php

£

S/ This sketch turns the Arduinc intoc a AVRISPE using the following Arduinc pins
H

S/ Pin 10 is used to reset the target microcontroller.

£

S/ By default, the hardware SPI pins MIS0, MOSI and SCE are used to communicate
S/ with the target. On all Arduincos, these pins can be found
S/ on the ICSE/SFI header:

£

o MISO °. . 5V (!) Awvoid this pin on Due, Zero...
H SCK . . MOSI

i . . GHD

£

Clicking the Upload button will then begin to compile the sketch, and when done will tell you it is “Done
uploading”.

You may now close the Arduino IDE. The Arduino is now an Atmel programmer!
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CONNECTING THE ARDUINO TO THE USB CABLE ISP PIN HEADER

STEP 4: Connect Arduino to USB cable using jumper cables

For this step you will reference the images in this document and table below to see the correct pinout
designations for the type of cable you are trying to flash. It’s imperative you connect the correct pins on
the Arduino to the correct pins on the cable you are trying to flash. Failure to do so will prevent the flash
from completing successfully. Bear in mind it makes no difference the color of the wires, as long as the

pin number on the Arduino matches the Pin designation on the ISP header on the USB cable you are
trying to flash.

Arduino Digital Pins
10

ISP Header on USB cable

RESET
11 MOSI
12 MISO
13 SCK
GND GND
5V 5V
Arduino Pins referenced above
ICSP
for USB interface
(ol
xa3
A9
oooo
(RIRIR

USB
to computer
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ONE STOP ELECTRONICS CABLE
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Ver 1.3
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STEP 5: Flash cable with enhanced firmware
Verify:

1. The Arduino and USB cable are correctly connected together via jumper cables
The Arduino is connected to the computer by USB cable
*Optional: Plug the USB cable into the computer to supply it with power (it isn’t necessary to
install any drivers for it).

Once the above has been verified, run the AVRDUDESS application and configure the options exactly as
shown below:

Programmer (-c): Atmel AVR ISP

Port (-P): COM PORT YOU NOTED ABOVE (COM 5 in this example)
Baud rate (-b): 19200

Bit clock (-B): blank

Presets: Default

Options: Uncheck all (none selected)

Fuses lock bits:

L: OxFD
H: 0xDC
E : OxF9

Set Fuses: CHECKED

LB: BLANK
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# AVRDUDESS 2.8 (avrdude version 6.3) — | *
Programmer (<) MCL ()
Atmel AVR ISP ~ ATmegal62 ~
Port (-F) Baud rate (&) Bit clock (-B) Flash: 16 KB 1E9404
|coms ~ | [19200 || EEPROM: 512 B Detect
Flash Presets
|C:'—-.Users ‘codingDesktop fimwarehBinaries-201906 104 an AdapteryCombined hex | Default ~
® Wite () Read () Verfy Go Fomat | Auto (writing only) bl Manager
EEFPROM Fuses lock bits
| =] L Read | White
® Wiite () Read () Verify Go Format | Hexadecimal freading ¢ ~ H e
Fuse settings
Options E
[ Force (F) [] Erase flash and EEPROM (<) B [ | |Read | whie
[] Disable verify (V) [] Do net write (1} ] Setlock
[] Disable flash erase (D) Verbosty |0 e Bit selector
Program! Stop Options 27 Additional command line args

|-|: avrisp -p mlg2 -P COM4 -b 19288 -U Flash:w:"'I::\.Lser‘s\.cc-ding'\Deslctc-p'xfirmfware'\ﬂinari| |

Once the AVRDUDESS options have been set:

1. Click the detect button at the top right corner to verify the Arduino can communicate with the
USB Cable microcontroller. If everything is connected properly, it should detect and specify the
chip in the terminal window and populate the MCU (-p) options with the correct
microcontroller.

avrdude.exe done. Thank you.

Detected 1e9484 = ATmegalsl

If AVRDUDESS cannot detect the correct chip, verify the Arduino to ISP header connections and
double check soldering points.
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2. Next, set the cable fuses by clicking the WRITE button directly under the ‘Fuses Lock Bits’
heading. This will write the three fuses we specified earlier to the cable. AVRDUDESS will also
display a terminal message verifying the fuses as shown below.

EEFROM Fuses lock bits
(L] L ©FD |Read ||
@ Write Read Verify | Go | Format |Fu_rt|;:| {writing anby) - | H DC | Set fuses
_ E xS Fuse settings
Options
Force () Erase flash and EEPROM () LB | Read | | Wiite |
Disable verfy (-V) Do nat werite (1) Set lock
Disable flash erase (-0)  Verbosity |{} - | | Bit selectar |

Program! ||  Stop | | Options ||T| Additional command line args

-C avrisp -p mlg2 -P COMS -b 19288 -U flash:iw:"C:\Users\Adrian‘\Desktop)

avrdude. input file @xF9 contains 1 bytes
avrdude. reading on-chip efuse data:

Feading  seisssssssssrsesasssaeaassanadaasanadaaaan sty

avrdude.exe: verifying ...

avrdude. 1 bytes of efuse verifi

avrdude.exe done. Thank you.
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3. Next, under the FLASH section of AVRDUDESS, click the “..." next to the empty space to browse
and select the ‘Combined.hex’ firmware file located in the CanAdapter folder from the archive

you extracted from the latest binary file located at

https://github.com/uholeschak/ediabaslib/releases

Programmer (-c)

Atmel AVR ISP w
Port {-F) Baud rate (b) Bit clock (-B)

|COM5 ~ | [19200 i

Flash

|C:'-.L|sers'-x:u:u:|ing YDesktop“fimware Binaries-201506 10 anAdapter Combined hex |

® Wite () Read () Verfy Format | Auto {writing only) w

1. Verify that the Write radio button is selected, and Auto (writing only) is selected from the

Format drop down selection.
2. Click ‘Go’ to begin the flashing process.

At the end of the flash, the LED may light up on the USB cable.

That’s it, your cable is now updated with enhanced firmware which improves communication speed and

guards against corrupt ECU flashes!


https://github.com/uholeschak/ediabaslib/releases
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UPDATING WITH LATEST FIRMWARE via USB:

vﬁ' Updateloader 2.2 (Build 2.2.4.1) pod

Update Erweitert Sonstiges

Verbindung Informationen
Port

COM 7: USB Serial Port (COMT) - (FTDIBUS) v

Bootloader-Passwort

| Peda | [+] Erweiterter Modus

Firmware-Update

Firmmware-Datei

| 20220213\ CanAdaptert CanAdapter.hex | Auzwihlen

Update starten!
Status
Verbinden
Prograrmmieren Uberpriifen
Fortschritt

Bereit, Firrnware-Datei geladen (CanAdapter.hex)

1. With UpdateLoader-win32.exe (application is only in the German language) it's possible
to update the firmware without connecting a header.
Run UpdateLoader-win32.exe (located under the CanAdapter folder)
Connect the OBD plug to a vehicle OBD port (to supply 12v to the cable)

Select the COM port and the CanAdapter.hex file (not Combined.hex!) and click “Update
starten!”

NOTE: The USB update can only be done after the cable has been previously flashed with
replacement firmware.



